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Standardization
training program

Space Project Management

COPYRIGHT NOTICE:

By using the ECSS Training material, developed by ESA, you agree to the following
conditions:

1. The training shall take place at your premises and shall be addressed to your staff
(internal participants);

2. In case of a training to be given to external participants, the prior ESA written
authorisation shall be requested;

3. The ESA Copyright shall always be mentioned on all Training Material used for the purpose
of the training and participants shall acknowledge the ESA ownership on such a Copyright;
4. The Training material shall not be used to generate any revenues (i.e. the training and
Training Material shall be "free of charge" excl. any expenses for the training organisation);
5. Only non-editable PDF files of the Training Material can be distributed to the participants
(nor power point presentations);

6. Any deficiency identified in the Training Material shall be reported to the ECSS secretariat;
7. If the Training Material is modified or translated, the ESA Copyright on such edited
Training Material shall be clearly mentioned. A copy of the edited Training Material shall be
delivered to ESA for information.

8. You shall always hold harmless, indemnify and keep ESA indemnified against any and all
costs, damages and expenses incurred by ESA or for which ESA may become liable, with
respect to any claim by third parties related to the use of the Training Material.

.|
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Introduction Standardization

training program
Space Project Management

Outline of Presentation

Part 1 — Product Assurance Management (60 min)

* Introduction with definitions and ECSS organization
* Review of the supporting Product Assurance disciplines
« Discussion on PA Management and planning

Part 2 — Quality Assurance (80 min)

« Walk through of Quality Assurance standard (ECSS-Q-ST-20-C)

Part 3 — General Quality Management (20 min)

* General discussion on quality management, 1SO 9001, and ECSS

«  Comments on supply chain management and internal audits
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PART 1

Product Assurance Management

ESA UNCLASSIFIED — For Official Use



Standardization

I ntrOdUCtiOﬂ training program

. Space Project Management
ECSS branches/disciplines P J 9

S-Branch

Standardization system description

M-10 discipline Q-10 discipline . .
— Project phases — Product assurance i s Es_t](;gw (llrfcilr?(iler;i?\ — U']ao S'.SC'RIEne.
and implementation management Y 9 9 Space debris mitigation
| M-40 discipline | Q-20 discipline | S0 CleEpliie [ U-20 discipline

Configuration and Electric, electronics

Quality assurance Planetary protection

information management and optics
[ CM-?OnO:;SCLP':j”Ie . Q-30 discipline | E-30 discipline
ost and schedule Dependability Mechanical
management
| M-70 discipline; | Q-40 discipline = E-40 discipline
Integrated logistic Safety Software engineering
support (ILS)
| M-80 discipline | Q-60 discipline | E-50 discipline
RELS EEE components Communications
management

Q-70 discipline
—— Materials, mechanical parts —
and Processes (MMP&P)

E-60 discipline
Control engineering

| Q-80 discipline L E-70 discipline
Software Ground systems
Product Assurance and operations (GSO)

.| _______________________________________________________________________________________________________________________________________________________________________}
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Standardization
training program

Product Assurance Standards (1/2)( space Project Management

ECSS Standards _
Product assurance branch

ECSS-Q-ST-10C ECSS-Q-ST-20C | |ECSS-Q-ST-30C | |[ECSS-Q-ST-40C ECSS-Q-ST-60C Rev.2 ECSS-Q-ST-80C
|—{Product assurance Rev.1 Dependability Safety |_|Electrical, electronic and Software product
management Quality assurance electromechanical (EEE) assurance

ECSS-Q-5T-20C companents

Rev.2

ECSS-Q-ST-80C
Rev.1

ECSS-Q-ST-10C
Rev.1

ECS8-Q-5T-30C ECSS-Q-ST-40C
Rev.1 Rev.1

ECSS-Q-ST-60-02C
ECS5-Q-5T-20-07C ECSS-Q-ST-30-02C -
ECSS-Q-ST-10-04C | |Quality and safety | Failure modes, effects | FEooy s 2 ASIC and FPGA development
[ critiakitem contrl assurance for space (and criticality) analysis e
losh ECSS-Q-ST-60-05C Rev.1 NOTE:
ECSS-Q-ST-40-12C l— Generic procurement A Lo, . .
| |Foos-O ECSS-Q-ST-20-08C | |Ecss-a-sT-3009c | | |Faulttree analysis - requirements for hybrids Hffimcinlinesdateiiedin
e Storage, hanch IR Availabilty analysis Adoption notice ECSS/ the next chart
— - IEG 61025
transportation of ECSS-Q-ST-60-12C

spacecraft hardware Design, selection, procurement

and use of die form monalithic
microwave integrated circuits

ECSS-Q-ST-30-11C
Rev.1

"~ |Derating - EEE
components

ECSS-Q-ST-20-10C
Off-the-shelf tems.
utilization in space
systems

ECSS-Q-ST-60-13C
Commercial electrical,
lectronic and

LEGEND z:;m;c;anical (EEE)

Published I

Document affected by
update of other doc.

ECSS-Q-ST-60-14C
—Relifing procedure - EEE
companents

Ongoing update of an New document in ECSS-Q-ST-60-15C (as of 13 October 2014)
existing document i -
g u production — Radiation hardness assurance
— EEE components.
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Standardization
training program

Product Assurance Standards (2/72)

Space Project Management

Q-70 disci ‘ Cleanliness ‘ ‘ Material testing H Material processes ‘ ‘Assembling processes ‘ ‘ Parts H Planetary protection ‘
ECS5-Q-ST-70-02
w1 (101 Ecss-a. STl rome voonm acgassing | | [Fcss-a-sT-7003¢ ECSS-Q-ST-70-07C ECSS-Q-ST-70-10C ECSS-Q-ST-70-53C
Materiale, mecheesl Nkanineesia test for the screening of HBlack-anodizing of metals | | verification and approval | {HQualification of printed | |Materials and hardware
parts and pracsREsy cantaminationieaniis] s e with inorganic dyes of automatic machine circuil boards compatibility tests for
wave ECS5-Q-8T-70-10C RWJU sterilization processes
ECSS-Q-ST-70-05C ECSS-Q-ST-70-04C ECSS-Q-ST-70-09C
ECS s Detection of organic Thermal testing for the Pt ECSS-Q-ST-7005C ECSS-Q-ST-70-11C ECSS.Q.ST-70-54C
. processea and - f [Tcontaminati | | ion of space Moptical properties of tharmal | [Manual soldering of high- 1 Procurement of printed [HUltra cleaning of flight
their data selection IR spectroscopy materials, processes, conmliaaTs reliability electrical circuit boards hardware
mechanical parts and connections — N
ECSS-Q-ST-7011C Rev.{y [o
B ECSS-Q-ST-70-13C Rev.1 L | [Ecas-oaniess
i i ST 70~ |
“|monitoring for spacecraft ECSS-Q-ST-70-06C M?surﬁﬂ;"t: 2 thhe :fsel H Eﬁ,sfsgnﬂ WAL EC$S-Q-8T-70-12C examination of flight
systems and cleanrooms [-Particle and UV radiation 1 :f;aﬂw dsﬂ ei';ﬁt i Desion ules fogRiiEg hardware and cleanrooms
testing for space materials nga BN T circuit boards
pressure-sensitive tapes ——
[Ecss-a-sT-70-18C | [ECss-a-sT-70-56C
ECSS-Q-ST-70-26C
EC39 QST/0-15C f Preparation, assembly and v. bioburd
Ronsstuctiveitesting or atasae (2 rermeing of high LSRR rnr:u':‘ntingI of RF coaxli.yal _rszzoc:;m:?llght =
non-destructive inspection HControl of limited shelf-iife electrical connections s e
™ N [ECSS-O-ST-70-26C |
70! Rev.1 ']
Sfifm'?n';,z:?f ,2,2 O | [ECSS-Q-ST-70-46C RevA ECSS-Q-ST-70-67C
[ susceptibility of silver-plated ECSS-Q-ST-70-31C ECSS-Q-ST-70-28C Requirements for Ll Drg l(l;at t:;lob;rdhetn
copper wire and cable lo Application of paints and Repair and modification manufacturing and reduction for flig
“red-plague” corrosion coatings on space hardware Hof printed circuit board procurement of threaded hardware
lies for space fasteners
ECSS-Q-5T-70-21C iioe, :‘c:s:-sr-n::lsic
Flammability testing for the oburden control in
Hscreening 2}' spamg ECSS-Q-ST-70-30C Pr—
materials | | Wire wrapping of high-
reliability electrical
ECSS-Q-ST-70-20C sonnactiom
Determination of offgassing
products from materials and ECSS-Q-ST-70-38C
[ |assembled articles to be | | High-reliability soldering
used in @ manned space for surface-mount and
vehicle crew compartment mixed technology
LEGEND ECSS-Q-ST-70-38C
ECSS-Q-ST-70-36C Rev.1
Document affected by | |Material selection for
Published controlling stress-comosion ECSS-Q-ST-70-39C
updats ol otiegoce) ki Processing and quality
| |assurance requirements
ECSS-Q-ST-70-37C for We,'dli"?o Off Imﬁia"ic (as of 15 October 2014)
s i materials for flight
Ongoing update of an New document in e harcuare
isting document roduction y
s P stress-corrosion cracking
ECSS-Q-ST-70-45C
LMechanical testing of metallic
materials
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What is Product Assurance? Siegerelaeiler

training program

Space Project Management

Discipline devoted to the study, planning and
Implementation of activities intended to assure that the
design, controls, methods and techniques in a project
result in satisfactory degree of quality in a product.

(cl. 2.3.158 of ECSS-S-ST-00-01C, ECSS System — Glossary of Terms)

Quality — degree to which a set of
characteristics of a product or
process fulfills requirements

(cl. 2.3.166 of ECSS-S-ST-00-01C,
ECSS System — Glossary of Terms)
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L Standardization
Product Assurance Activities training program
Space Project Management

Apply methods ensure correct development and

uality Assurance ) .
Q Y workmanship to control errors and document quality

o Design for Reliability, Availability and Maintainability.
Dependability Assess the conditions and reactions to maintain functions

Identify and mitigate risks that can lead to fatalities, injuries
Environmental pollution, damage to facilities

EEE components Select components Electrical, Electronic or
P Electromechanical (EEE), that meet mission requirements

Materials, mechanical Select Materials, Mechanical Parts and Processes which
parts and processes meet the requirements for environment and mission uses.

Use specific methodology for quality and verification
Software PA assessment of software with different criticalities

ESA UNCLASSIFIED — For Official Use Space Project Management | June 2016] Slide 9



Standardization

Before discussing PA Disciplines training program

Space Project Management

 The role of PA management is to bring together expertise
and to decide on the work contents and outputs; making
sure that adequate resources are available.

* Are the quality requirements clear?

* Is the expertise available ?

* Are lower-level suppliers adequate for the job ?

* Are there any issues with facilities ?

 What level of effort will it take ?

* Are the PA inputs and outputs in synch with project ?
 How will risks be managed?

 Are document contents and record keeping clear?

|
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PA Disciplines:

Dependability
Safety

EEE components
Materials and
Processes
Software

Quality Assurance




. - .. Standardization
Establishing Dependability training program

Requirements Space Project Management

j Early : Inherent : End of
. Life Life Life
Dependability — ’
3
“the extent to which the fulfillment of a -
Required function can be justifiably trusted"
Time

Focus on reliability, availability

and maintainability. Typical tasks include Failure rates

Subsyslem B
. : Ay
Failure mode and effects analysis (FMEA) P r— — o s
Selecting observables for monitoring A b [ Y
Reliability predictions and redundancy smv:m Reliability Analysis

Factors that reduce availability
Assessing stress on electronics
Failure isolation and recovery

Fault Trees

Example Outputs

« Specifications for redundant systems ‘
« Lifetime and availability predictions @ . .
OO @ 8
Q0
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. - . Standardization
Monitoring Dependability training program

Requirements Space Project Management

Autonomous hierarchical FDIR Nominal autonomy

Last chance
configuration

Redundant PM

Verification of Dependability » 8 rorminal nits
g OK Spacecraft
Lewv:

- : : Safe Mode
Verification by analysis (need data) 5w (SSM):
2 g:d mission
Verification of fault tolerance x' intemiptad
OK ;

effectiveness by FDIR tests
and simulation

Verification by testing: FDIR Logic to be tested

Life testing provides confidence of
time-to-failure and also of the
Wear out behaviour

Testing of critical mechanisms (SADM shown above)
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Standardization

Q-30 - Dependability R STeEErT

Space Project Management

ECSS Standards

Product assurance branch

ol el el ool el onl

ECSS-Q-ST-30C
Dependabili

ECSS5-Q-5T-30C
Rev.1

ECSS-Q-ST-30-02C
— Failure modes,
(and criticali

| _|[Ecss-a-sT-30-09C
Availability analysis

ECSS.Q-5T-30-11C
Rewv.1

| Derating - EEE
components

Space Project Management | June 2016]| Sli&|ide 14



Standardization
training program

Establishing Safety Requirements Space Project Management

DANGER

Safety requirements:

Analysis hazard conditions and design to
Determine whether risks are acceptable.
Improve design to reduce risk or information Accident
For decisions.

Hazard
Barriers

Safety analysis takes many
inputs from the FMEA/FMECA analysis

Category | Severity Severity of safety consequence
Typ IC al Tas kS an d Ou tp uts 1 Catastrophic | Loss of life, a;jf;;l&meatening or permanently disabling injury or
occupational illness;
Identlfy SyStem hazards and m |t|gat|0ns Loss of an element of an interfacing manned flight system;
DeS I g n bar r | ers to | m p rove Safety Loss of launch site facilities or loss of system;
- - Severe detrimental environmental effects.
I d en 1_: I fy con St rain tS 2 Critical Temporarily disabling, but not life-threatening injury or illness;
Tral nin g Of pe rsonne I Major damage to flight systems or loss of or major damage to

ground facilities;

Launch safety submission

Major damage to public or private property;
Major detrimental environmental effects.

3 Marginal Minor injury, minor disability, minor occupational illness;

Minor system or environmental damage.

4 Negligible Less than minor injury, disability, occupational illness;

Less than minor system or environmental damage.
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Standardization

Q‘4O = Safety training program

Space Project Management

ECSS Standards

Product assurance branch

el sl el

ECSS-Q-ST-30C
Dependabili

ECSS5-Q-5T-30C
Rev.1

ECSS-Q-ST-30-02C
— Failure modes,
(and criticali

ECSS-Q-ST-30-09C
Availability analysis

|

ECSS.Q-5T-30-11C
Rewv.1

| Derating - EEE
components
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Standardization

- . - training program
Establishing EEE Requirements Space Project Management

S0OLAR ACTIVITY AND ITS EFFEETS OM EhRTH

EEE components
| P-ar-tic:l;:s; drawn m poles and collide

Select components that are ) — with atmosphere, cadsing polar lights

are able to survive and operate in SOLAR BLARE—" -

their planned environments. AND ERUPTIONS

Typical Tasks and/or Outputs
Selection of components
Evaluation/Qualification of parts
Radiation effects (TID/SEE)
Lifetime and stability ~ 149 milliom-ke_

Inspections B ] ~_ EFFECTS _
Screening SN T
T .. Radio interference

Billiens of tonnes of superhot gas
containing charged |.'l'ﬂF|:IL|L*~

This is often a complex process
with detailed justification and
traceability of parts.
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Standardization
training program

Q'6O - EEE Space Project Management

ECSS Standards

Product assurance branch

il ol sl

ECSS-Q-ST-60C Rev.2

Electrical, electronic and
electromechanical (EEE)
components

ECSS-Q-ST-60-02C
ASIC and FPGA development

ECSS-Q-ST-60-05C Rev.1
|— Generic procurement
requirements for hybrids

ECSS-Q-ST-60-12C

Design, selection, procurement
and use of die form monolithic
microwave integrated circuits
x|

ECSS-Q-ST-60-13C
Commercial electrical,
lectronic and
electromechanical (EEE)
components

ECSS-Q-ST-60-14C
— Relifing procedure - EE
compaonents

ECSS-Q-ST-60-15C
— Radiation hardness
— EEE components
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Establishing MPP Requirements

Materials, Mechanical Parts
and Processes requirements

Discipline to answer questions:

Are the materials compatible with
the requirements?

Will they contaminate or degrade?

Are the mechanical parts well
designed, manufactured and tested~

Will processes used to manufacture
and assembly withstand the
environments?

Standardization
training program
Space Project Management
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Standardization
training program

Q-70 — Materials and Processes

Space Project Management

Q-70 disci ‘ Cleanliness ‘ ‘ Material testing H Material processes ‘ ‘Assembling processes ‘ ‘ Parts H Planetary protection ‘
ECS5-Q-ST-70-02
w1 (101 Ecss-a. STl rome voonm acgassing | | [Fcss-a-sT-7003¢ ECSS-Q-ST-70-07C ECSS-Q-ST-70-10C ECSS-Q-ST-70-53C
Materiale, mecheesl Nkanineesia test for the screening of HBlack-anodizing of metals | | verification and approval | {HQualification of printed | |Materials and hardware
parts and pracsREsy cantaminationieaniis] s e with inorganic dyes of automatic machine circuil boards compatibility tests for
wave ECS5-Q-8T-70-10C RWJU sterilization processes
ECSS-Q-ST-70-05C ECSS-Q-ST-70-04C ECSS-Q-ST-70-09C
ECS s Detection of organic Thermal testing for the Pt ECSS-Q-ST-7005C ECSS-Q-ST-70-11C ECSS.Q.ST-70-54C
. processea and - f [Tcontaminati | | ion of space Moptical properties of tharmal | [Manual soldering of high- 1 Procurement of printed [HUltra cleaning of flight
their data selection IR spectroscopy materials, processes, conmliaaTs reliability electrical circuit boards hardware
mechanical parts and connections — N
ECSS-Q-ST-7011C Rev.{y [o
B ECSS-Q-ST-70-13C Rev.1 L | [Ecas-oaniess
i i ST 70~ |
“|monitoring for spacecraft ECSS-Q-ST-70-06C M?surﬁﬂ;"t: 2 thhe :fsel H Eﬁ,sfsgnﬂ WAL EC$S-Q-8T-70-12C examination of flight
systems and cleanrooms [-Particle and UV radiation 1 :f;aﬂw dsﬂ ei';ﬁt i Desion ules fogRiiEg hardware and cleanrooms
testing for space materials nga BN T circuit boards
pressure-sensitive tapes ——
[Ecss-a-sT-70-18C | [ECss-a-sT-70-56C
ECSS-Q-ST-70-26C
EC39 QST/0-15C f Preparation, assembly and v. bioburd
Ronsstuctiveitesting or atasae (2 rermeing of high LSRR rnr:u':‘ntingI of RF coaxli.yal _rszzoc:;m:?llght =
non-destructive inspection HControl of limited shelf-iife electrical connections s e
™ N [ECSS-O-ST-70-26C |
70! Rev.1 ']
Sfifm'?n';,z:?f ,2,2 O | [ECSS-Q-ST-70-46C RevA ECSS-Q-ST-70-67C
[ susceptibility of silver-plated ECSS-Q-ST-70-31C ECSS-Q-ST-70-28C Requirements for Ll Drg l(l;at t:;lob;rdhetn
copper wire and cable lo Application of paints and Repair and modification manufacturing and reduction for flig
“red-plague” corrosion coatings on space hardware Hof printed circuit board procurement of threaded hardware
lies for space fasteners
ECSS-Q-5T-70-21C iioe, :‘c:s:-sr-n::lsic
Flammability testing for the oburden control in
Hscreening 2}' spamg ECSS-Q-ST-70-30C Pr—
materials | | Wire wrapping of high-
reliability electrical
ECSS-Q-ST-70-20C sonnactiom
Determination of offgassing
products from materials and ECSS-Q-ST-70-38C
[ |assembled articles to be | | High-reliability soldering
used in @ manned space for surface-mount and
vehicle crew compartment mixed technology
LEGEND ECSS-Q-ST-70-38C
ECSS-Q-ST-70-36C Rev.1
Document affected by | |Material selection for
Published controlling stress-comosion ECSS-Q-ST-70-39C
updats ol otiegoce) ki Processing and quality
| |assurance requirements
ECSS-Q-ST-70-37C for We,'dli"?o Off Imﬁia"ic (as of 15 October 2014)
s i materials for flight
Ongoing update of an New document in e harcuare
isting document roduction y
s P stress-corrosion cracking
ECSS-Q-ST-70-45C
LMechanical testing of metallic
materials
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Monitoring Software Product

Assurance Requirements

Space Project Management

Standardization
training program

Software Risks

Software is classified according to its Criticality
— linked to the consequence of failures

The category then determines the degree to
Which quality checks and verifications are
performed.

Software assessment is the process in which
software is checked and determined to be safe
to use for an application.

Note: the range of input values needs to be
also checked

Category

Definition

Software that if not executed, or if not correctly
executed, or whose anomalous behaviour can cause
or contribute to a system failure resulting in:

- Catastrophic consequences

Software that if not executed, or if not correctly
executed, or whose anomalous behaviour can cause
or contribute to a system failure resulting in:

- Critical consequences

Software that if not executed, or if not correctly
executed, or whose anomalous behaviour can cause
or contribute to a system failure resulting in:

- Major consequences

Software that if not executed, or if not correctly
executed, or whose anomalous behaviour can cause
or contribute to a system failure resulting in:

= Minor or Negligible consequences

Ariane 501 failure
video on Youtube
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. . Standardization
Establishing Software Product training program

Assurance Requirements Space Project Management

« Installability s Functional completeness
= Replaceability = Functional correctness
« Adaptability = Functional appropriateness

+Mm:|u|ar‘i1_}l

» Reusability

Software PA Requirements « Analyzability
« Modifiability

= Testability

« Time behavior
« Resource utilization

Quality Models should be used to /‘-[apacit}f

specify quality requirements.
IS0 25010

systems and software
Quality Requirements
and Evaluation
(SQuaRE) product
model

Quality Models define the main
goal characteristics of the software
and are the basis for the
measurement of the quality of the
processes and products.

» Co-existence

« Confidentiality « Interoperability

« Imtegrity

« Non-repudiation
« Accountability
» Authenticity

» Operability
« User error protection

« Maturity

» Availability

= Recoverability
#Fault tolerance

Space Project Management | June 2016]| Slide 22



Standardization

Q-80 — Software PA g

Space Project Management

ECSS Standards

Product assurance branch

il ool gl gl sl S 2

ECSS-Q-ST-80C
Software produ
assuran

ECSS-Q-ST-80C
Rev.1

Space Project Management | June 2016]| Sli&|ide 23



. . . Standardization
Establishing Quality Assurance training program

Requirements Space Project Management

Quality Assurance
Requirements

The QA activities helps prevent
defects which can have major
consequences.

QA methods collect quality records
that are needed to contain problems
when detected, including risks to
parts that have been shipped to
other users

Space Project Management | June 2016]| Slide 24



. . . Standardization
Monitoring Quality Assurance training program

Requirements Space Project Management

Demonstration of Quality
Assurance Requirements

02 03 04

Assurance that production uses
Approved procedures, competencies
Facilities that are appropriate
Standards and agreed criteria
Detailed instructions for work

Proper metrology methods o L e
Quality records for traceability g

nC-C Pl
c
s
bt
- 2 “%
I —— -+ _

o e 3
- |

Quality Control addresses
Inspection and verification of quality
Documentation of quality
Resolving failures in production |

Traceability of parts and labour
Approval and acceptance

Space Project Management | June 2016]| Slide 25



Standardization
training program

Product Assurance Standards (1/2)( space Project Management

ECSS Standards _
Product assurance branch

ECSS-Q-ST-10C ECSS-Q-ST-20C | |ECSS-Q-ST-30C | |[ECSS-Q-ST-40C ECSS-Q-ST-60C Rev.2 ECSS-Q-ST-80C
|—{Product assurance Rev.1 Dependability Safety |_|Electrical, electronic and Software product
management Quality assurance electromechanical (EEE) assurance

ECSS-Q-5T-20C companents

Rev.2

ECSS-Q-ST-80C
Rev.1

ECSS-Q-ST-10C
Rev.1

ECS8-Q-5T-30C ECSS-Q-ST-40C
Rev.1 Rev.1

ECSS-Q-ST-60-02C
ECS5-Q-5T-20-07C ECSS-Q-ST-30-02C -
ECSS-Q-ST-10-04C | |Quality and safety | Failure modes, effects | FEooy s 2 ASIC and FPGA development
[ critiakitem contrl assurance for space (and criticality) analysis e
losh ECSS-Q-ST-60-05C Rev.1 NOTE:
ECSS-Q-ST-40-12C l— Generic procurement A Lo, . .
| |Foos-O ECSS-Q-ST-20-08C | |Ecss-a-sT-3009c | | |Faulttree analysis - requirements for hybrids Hffimcinlinesdateiiedin
e Storage, hanch IR Availabilty analysis Adoption notice ECSS/ the next chart
— - IEG 61025
transportation of ECSS-Q-ST-60-12C

spacecraft hardware Design, selection, procurement

and use of die form monalithic
microwave integrated circuits

ECSS-Q-ST-30-11C
Rev.1

"~ |Derating - EEE
components

ECSS-Q-ST-20-10C
Off-the-shelf tems.
utilization in space
systems

ECSS-Q-ST-60-13C
Commercial electrical,
lectronic and

LEGEND z:;m;c;anical (EEE)

Published I

Document affected by
update of other doc.

ECSS-Q-ST-60-14C
—Relifing procedure - EEE
companents

Ongoing update of an New document in ECSS-Q-ST-60-15C (as of 13 October 2014)
existing document i -
g u production — Radiation hardness assurance
— EEE components.
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Standardization
training program

Product Assurance Standards (2/72)

Space Project Management

Q-70 disci ‘ Cleanliness ‘ ‘ Material testing H Material processes ‘ ‘Assembling processes ‘ ‘ Parts H Planetary protection ‘
ECS5-Q-ST-70-02
w1 (101 Ecss-a. STl rome voonm acgassing | | [Fcss-a-sT-7003¢ ECSS-Q-ST-70-07C ECSS-Q-ST-70-10C ECSS-Q-ST-70-53C
Materiale, mecheesl Nkanineesia test for the screening of HBlack-anodizing of metals | | verification and approval | {HQualification of printed | |Materials and hardware
parts and pracsREsy cantaminationieaniis] s e with inorganic dyes of automatic machine circuil boards compatibility tests for
wave ECS5-Q-8T-70-10C RWJU sterilization processes
ECSS-Q-ST-70-05C ECSS-Q-ST-70-04C ECSS-Q-ST-70-09C
ECS s Detection of organic Thermal testing for the Pt ECSS-Q-ST-7005C ECSS-Q-ST-70-11C ECSS.Q.ST-70-54C
. processea and - f [Tcontaminati | | ion of space Moptical properties of tharmal | [Manual soldering of high- 1 Procurement of printed [HUltra cleaning of flight
their data selection IR spectroscopy materials, processes, conmliaaTs reliability electrical circuit boards hardware
mechanical parts and connections — N
ECSS-Q-ST-7011C Rev.{y [o
B ECSS-Q-ST-70-13C Rev.1 L | [Ecas-oaniess
i i ST 70~ |
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testing for space materials nga BN T circuit boards
pressure-sensitive tapes ——
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“red-plague” corrosion coatings on space hardware Hof printed circuit board procurement of threaded hardware
lies for space fasteners
ECSS-Q-5T-70-21C iioe, :‘c:s:-sr-n::lsic
Flammability testing for the oburden control in
Hscreening 2}' spamg ECSS-Q-ST-70-30C Pr—
materials | | Wire wrapping of high-
reliability electrical
ECSS-Q-ST-70-20C sonnactiom
Determination of offgassing
products from materials and ECSS-Q-ST-70-38C
[ |assembled articles to be | | High-reliability soldering
used in @ manned space for surface-mount and
vehicle crew compartment mixed technology
LEGEND ECSS-Q-ST-70-38C
ECSS-Q-ST-70-36C Rev.1
Document affected by | |Material selection for
Published controlling stress-comosion ECSS-Q-ST-70-39C
updats ol otiegoce) ki Processing and quality
| |assurance requirements
ECSS-Q-ST-70-37C for We,'dli"?o Off Imﬁia"ic (as of 15 October 2014)
s i materials for flight
Ongoing update of an New document in e harcuare
isting document roduction y
s P stress-corrosion cracking
ECSS-Q-ST-70-45C
LMechanical testing of metallic
materials
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Standardization

Product Assurance Management training program

Space Project Management

 PA programme planning involves :

o ldentifies the requirements (tailoring, standards, special req.)
Defines the PA organization, actors and processes
Identifies PA activities to be carried out (inputs/outputs)
Identifies adequate resources: expertise and facilities
Ensures requirements are cascaded to lower tier suppliers

O O O O

 PA programme implementation addresses:

0 Managing experts in PA disciplines
Progress reporting of PA topics
Management of audits, critical items, NCRs and alerts
Support to risk management and configuration management
Lower tier supplier control
Demonstrates the fulfillment of requirements

O O O O O
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Standardization

PA Management training program

Space Project Management

1. Analyze the whole requirements for coverage and gaps
a. For alarge system the coverage must be everywhere
b. Develop the work contents to estimate resources
c. Effort will be time dependent on many disciplines
d

Remember that there are preventive tasks such as training, audits
and alert monitoring, and not just reactive tasks after problems
develop

2. Use the ECSS Document Requirements Description (DRD) to ensure that
work contents are covered and help guide supporting disciplines.

3. Work closely with other actors to prevent duplication or gaps, since many
topics overlap. Typical cases

a. AIT (training, record keeping, metrology)
b. Engineering (Verification methods, dependability, qualification)
c. Management (Risk, change control, procurement, resources)
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Actors and Responsibilities Standardization

training program

Space Project Management

«  Management Support .
rojec

— Risk assessment Manager

— Configuration control

- A4 y A4
— Procurement (requirements) _
Production/ PA
Integration [€—>; M <—>| Engineering
/Test anager
* Engineering
— Design review process
— Verification completeness
— Qualification and Acceptance
A4 A4 A4 Vv A 4
- Materials
QA Degesnsfae%'/"ty EEE and sw
e Production/AIT Processes
— Trainin .
9 Ideal organization
— Inspection * PA is independent from engineering, cost control,
N . . schedule and production
— Facilities/machines/testing « QA and other PA disciplines are managed by PA

|
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Product Assurance Planning Standardization

training program

Space Project Management

« Tailor PA Requirements _
Project
—  With Customer Manager
— Agree on applicable

requirements based on risk
Production/

and scope of project Integration [€—3t
/Test

A4 / Y

PA
Manager

N\
y

2| Engineering

— Assess compliance (intent)

« Develop PA Plan
— PA processes/methods
— Needed expertise
— Procurement and suppliers

Y A4 A4 Y Vv

H Materials
— Facilities and expertise QA O antaty EEE and sw

Processes
— Quality records to be produced
— Note ECSS DRDs to be used

|
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Quality Management Principles

Standardization

Quality Management Approach training program

Space Project Management

* Quality requirements call up normative and informative references
to be addressed in the PA or QA plans

— ECCS with tailoring to a specific project
— Technology specific (e.g. ESCC, 1SO, MIL, IPC)

— Agreed workmanship standards that may not be in ECSS but should be
against an agreed standard (e.g. 1SO, national standards)

* A clear quality plan to show how the requirements will be
iImplemented. Topics include

— Lines of responsibilities, reporting, decision processes

— Procurement control, critical items control, quality records
— Training of personnel, calibrated tools and machines

— Traceability of work and parts (in both directions), storage
— Objective criteria for fulfilling quality requirements

— Handling of non-conforming parts (containment, traceability, corrective
actions, preventive actions)

— Overall compliance status and lists of exclusions
|
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Quality Management Principles standardization

PA/QA plans contents (Q20 vs. Q10) Space tlgi‘::jiggtpl\rﬂosr:jgement

PA PLAN content (ECSS-Q-ST-10 Annex A): QA PLAN content (ECSS-Q-ST-20 Annex A):

-, QA processes and procedures including training
and certification
- Design and verification QA activities and processes
(including qualification)
- Procurement QA activities and processes
- Manufacturing, assembly and integration (MAI) QA
activities, including:
- MAI Planning, processes & workmanship
- MMP&P and equipment control
- CCCP (Cleanliness & cont. control plan)

- PA organization, responsibilities and authority,
resources, PA interfaces & processes

- PA implementation procedures, including:
- PA management
- PA reporting
- PA audits
- Critical items <«
- Risk mgmt. interfaces
- Document & data control

- Quality records < :
- PA contribution to CC / T llqnspe;tlon
- NCRs < > - Records

/ - ESD protection programme

- Alerts management <

- QA processes & procedures
- Dependability (Q30) processes & |procedures

- Safety (Q40) processes & procedureq (or refer

to the Safety plan)

- Testing QA activities and processes

- Acceptance & delivery QA activities (including
among others EIDP & Delivery Review Board)

- QA specific activities, including:

- EEE components (Q60) processeq & >~ Critical items
procedures > - NCRs
- MMP&P (Q70) processes & procedures ~ - Alert management
- SW PA (Q80) processes & procedures - Authority media
- Traceability

- Specific PA process & procedures relevant to

the organization, not covered above - Metrology and calibration

- Handling and storage

- Statistical quality control
|
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Cove rag e Standardization

training program
Space Project Management

Space Sysiem

Seace Segrenl Ground Segment

Fa T

[ [ ]

Piagiorm Paylcad GEE Missian Control Payload Control Communications
Cientier Sysbem

ge— — — = = =

| | Struslue || Infument 1 MGEE
¥ ] iy — o I
| | Thesmal contral || rerument 2 EGSE
Managament
Lasksa
—1 o I —1
Oe-beard powes . )
| sopply | | Instrument 3 Engiresring
tasks
| i —
Produs
Amsude contral Assurarce
B tagks
o E— | Ihppnﬂ funetian nﬂlmlull
| | Data haredling
1]

ESA UNCLASSIFIED — For Official Use Space Project Management | June 2016]| Slide 34



PI‘OblemS tO aVOld Standardization

training program
Space Project Management

(examples)

« Do not underestimate the time and resources to comply with documentation
requirements.

« Many problems can be avoided by emphasis on training and use of
developmental models.

« Be wary of unproven technology — add resources to monitor risk

 Monitor implementation and look out for bottle necks such as long delays in
approving changes, backlog of unresolved anomalies, delays due to long lead
items (consider spares as preventive action)

« Weak procurement practice can lead to non-compliances that are difficult to
redress without cost and time.

« Noncompliance with respect to internal procedures (poor record keeping)

« Weak suppliers can cause great problems; carefully evaluate suppliers and
examine their supply chains. New facilities, training programmes and active
quality management are important considerations. Consider audits and
active reporting and inspections for continuous monitoring.
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PART 2

Quality Assurance

ESA UNCLASSIFIED — For Official Use



Standardization

DefinitiOnS training program

Space Project Management

* Quality Assurance - provides confidence that the product
requirements will be met.

* Quality Control - part of quality management focused on
fulfilling quality requirements. Focus on demonstration.

 Quality Records — data that demonstrates compliance to
requirements. Cannot be altered once recorded.

|
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QA Management Standardization

- - ~ training program
QA Management Objectives (Q-20 4.2) Space Project Management

QA General Requirements

e Critical Items

* Non Conformance Reporting

« Alert management

* Acceptance Authority Media (formerly stamp control)
« Traceability

* Metrology

 Handling & Storage

« Data analysis

|
ESA UNCLASSIFIED — For Official Use Space Project Management | June 2016]| Slide 38



QA General Principles Standardization

Critical 1tem Control (Q-20 5.2.1 +Q-ST-10-04) S— t;i‘i;‘,-‘;‘&p{;’i;i{;‘ement

« Critical items are potential threats to the performance, quality,
dependability or safety of a system. These items require special
attention.

« Annex C of ECSS-Q-ST-10-04 provide for a checklist; examples
include:
— Single point failures with major loss of function
— Unqualified technology or units whose performance cannot be tested
— Items with life-limited parts, contamination sensitive parts etc.

« The method of assessing and tracking critical items, in a critical
items list (CIL) is fully described in a dedicated standard ECSS-Q-
ST-10-04.
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QA General Principles Standardization

Critical 1tem Control (Q-20 5.2.1 +Q-ST-10-04) S— tlgi‘g‘j‘ggtp,{fgggement

« The items shall be kept in the CIL which lists the mitigation actions
and criticality of the item. Refer to ECSS-Q-ST-10-04 §5.1 for the
prescribed process

* The identification of critical items is done by the supplier as soon as
a preliminary design emerges, first issue of CIL at PDR.

« Part of the mitigation actions could be to create special handling and
monitoring procedures for the procurement or AIT use; these
should trigger a check by the PA/QA that the actions are completed
before their intended use. The tracking of project risks will be done
by PA, the QA tasks are more to track progress on critical items.

« The CIL shall be reviewed during the design reviews and all listed
critical items shall be closed by the acceptance review.
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QA General Principles Standardization

Non-Conformance (Q-20 5.2.2 +Q-ST-10-09) Space téiaiggtp&ofﬁzgement

 Manufacturing, integration or test personnel are trained to react to
results that indicate a failure or anomaly.

* In case of mishap or serious anomaly, actions are time critical
— Ensuring the immediate safety of personnel and equipment
— Preserving information needed to investigate the cause of the problem
— Stop, if necessary, the activities to contain the problem and protect item
— Alert QA personnel, if not present

«  The QA manager or engineer must collect the information and
document in a non-conformance report (NCR)
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QA General Principles Standardization

Non-Conformance (Q-20 5.2.2 +Q-ST-10-09) Space té?:fjiggtp&ofﬁgement

 The process of issuing, processing and dispositioning an NCR is fully
covered in a dedicated standard ECSS-Q-ST-10-09. Annex A of
this documents provides the normative requirements for the NCR
contents.

 The decision to investigate, contain and/or correct the problem is
taken by an NCR Review Board (NRB). Possible dispositions
(decisions) are
— Use-as-is: allows the use of the item despite the report noncompliance
— Rework: action to bring item into compliance without changing parts
— Repair: action to bring item into compliance with changing of parts
— Scrap: reject item and remove it from active inventory

— Return to sender: refuse to accept item and return for corrective actions
or replacement.
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QA General Principles

Standardization

Non-Conformance (Q-20 5.2.2 +Q-ST-10-09) training program

Space Project Management

« The NRB shall be convened necessary actors and design authority.
This may include manufacturing, AIT and invited experts.

* Internal NRB is quickly held to
— decide on immediate actions (safety, segregation, work-flow)
— NCR classification (major/minor)
— Collection of additional data
— Root-cause analysis
— Preventive actions

 If NCR is major then a customer NRB shall be convened
— Within a prescribed time (5 working days)

— Reporting to be in-line with project agreed media and format
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QA General Principles Standardization

- _ _ _ _ training program
Non-Conformance (Q-20 5.2.2 +Q-ST-10-09 Space Project Management

«  Many NCRs require multiple NRBs to progress in the investigations,
assessment of corrective actions and conclusive evidence that all
preventive actions have been implemented.

* NCRs are collected with all supporting documentation in well
maintained databases (NCTS for example).

« Typical problems in dealing with NCRs
— Poor description or incomplete data collection that hinder investigations
— Root-cause analysis not conclusive or cannot be proven
— Mistaking an intermediate cause for the root-cause
— Poor maintenance of NCR information and poor follow-up of actions
— Disagreement on whether use-as-is is acceptable

* PA requirements must be very clear on NCR processing. A status list
Is part of the quality records (see Annex B ECSS-Q-ST-10-09 )
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QA General Principles Standardization

Alert Management (Q20 5.2.3 + Q10 §5.2.9) Space g?::jiggtpl\r/losgzrgement

* Alerts are formal notification from a supplier or agency of a problem
that can affect more than one user. Some sources

— GIDEP (US Government Industry Data Exchange Program)
— NASA Parts advisory

— ESA Alerts

— NASDA Alerts

— CNES Alerts

* Industry also issue alerts, sometimes under different names

— Letter or notice
— Warning Notice (e.g. Airbus Defence and Space)

 Refer to ECSS-Q-ST-10, § 5.2.9 for a more detailed description of
the processing of alerts
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QA General Principles Standardization

Alert Management (Q20 5.2.3 + Q10 §5.2.9) Space tlgirjiggtpl\r/losgzrgement

» Alerts need to be assessed to determine whether a particular risk
exists in the project (i.e. if item is within perimeter of the alert)

« If product is affected then alerts usually provide recommendations
that depend on the state of development.

* Alerts can have major cost and schedule impacts. An example is to
replace a EEE component after a unit has been completed.

« Contractors are to maintain a listing of all alerts and the responses —
this is reviewed periodically and is recommended to be part of the
project progress reporting.

|
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QA General Principles Standardization

Acceptance Authority (Q20C 5.2.4) Space t;?::jiggtp,\rﬂogrzzrgement

* Acceptance Authority (formerly stamp control) is used to trace
completion of operations and QA approval or inspections.
e Source or incoming inspection
*  Process inspection, tests and final inspections, e.g. KIP/MIP
«  Storage and shipment preparations

« The PA Plan should indicate the media that is used, electronic,
stamp, signatures to document that work is traceable to the
approved operators/inspectors

« This traceability also improves integrity and commitments to quality
since the responsibility is documented and link to individuals.
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QA General Principles Standardization

Traceability (Q20C §5.2.5) s B e s T

« Traceability covers many type of activities
— Requirements/verification traceability
— Materials and parts traceability (procurement)
— Machine/operator/metrology traceability

* Focusing on the production aspects
— Decision early in the design to determine what mechanical parts,
assemblies or units to serialize
— Proper storage management, handling during AIT (bag/tag control)
— EEE and certain materials traced through date-codes or lot identification
— Shop travellers to contain information on machines, operators

— Quality records must be able to provide traceability in both directions
— the source of a material/part and where it is eventually used/installed.
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QA General Principles Standardization

Traceability (Q20C §5.2.5) s B e s T

« Traceability is vital information
— Assessing the impact of an alert
— Investigating a non-compliance
— Data collection for routine monitoring of quality (correlation)
— Containment and segregation of unsuitable materials or parts

« Traceability documentation is found throughout
— As-built configuration list (ABCL) - in EIDP
— As-built declared component lists (DCL)
— Shop travellers or as-run procedures
— Inventory lists

« Verification of proper traceability should be included as part of
— Audits/MIPs
— Review of AIT procedures

— Review of EIDP

|
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QA General Principles Standardization

Traceability (Q20C §5.2.5) s B e s T

« Traceability is vital information
— Assessing the impact of an alert
— Investigating a non-compliance
— Data collection for routine monitoring of quality (correlation)
— Containment and segregation of unsuitable materials or parts

« Traceability documentation is found throughout
— As-built configuration list (ABCL) - in EIDP
— As-built declared component lists (DCL)
— Shop travellers or as-run procedures
— Inventory lists

« Verification of proper traceability should be included as part of
— Audits/MIPs
— Review of AIT procedures

— Review of EIDP

|
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QA General Principles Standardization

training program
Metrology (Q20 5.2.6) Space Project Management

 The emphasis in the ECSS-ST-Q-20C is the completeness of the
calibration of any items used for metrology.

— Calibration is up-to-date and traceable to calibration standards
— Traceability of machine/operator and training
— Validation, especially for use of software

— ensure that the means are adequate for the purpose of measurements
(accuracy, resolution and precision)
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QA General Principles Standardization

Handling and Storage (Q20 5.2.7) Space té?lf,—'ggtp&osrﬁrgement

« Despite the obvious need for safe handling, accidents do occur
during handling and transportation. The QA approach is to assess
the risks, ensure personnel are trained and procedures are complete

« Some of the handling risks to guard against

— Unwanted contact, scratches to sensitive surfaces — consider handling
devices, tooling protections, tethers, covers, captive screws

— Cleanliness — training of personnel, facilities, monitoring

— Access constraints — to be tackled during design phase

— ESD — personnel training, grounding

— GSE design — ensure complete validation before acceptance

— Untested procedures — to be tackled during development using BB, EQM
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QA General Principles Standardization

Handling and Storage (Q20 5.2.7) Space té?ifjiggtp&ofﬁzgement

« Some of the storage & transportation risks to guard against
— Container not properly labelled, no packing procedure
— Stores management (no mix-up with other projects or segregated items)
— Defect in container or improper packing
— Contamination from improper packing or exposure to unfiltered air
— Temperature and humidity controls not adequate
— Lack of environmental monitoring (temperature, shock, humidity)
— Poor physical security
— Unlabelled parts, especially if loose
— Poor de-storage or unpacking procedure
— Condensation
— Lack of pre-shipment/pre-storage inspection
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QA General Principles Standardization

Statistical Data Analysis (Q20 5.2.8) Space g?::jiggtp,\rﬂogrrlzrgement

- Effective quality management requires objective data to be collected
and analysed to support decisions, for example:
— Inspection, sampling, screening of parts - accept/reject parts
— Material properties - accept into production chain
— Process repeatability and accuracy - are processes stable
— Performance (accuracy, resolution, and repeatability)—> accept/reject
— Failures - correlation, reasons, containment, correct and improve

* For companies producing many parts, statistical quality checks by
sampling is permitted (e.g. EEE components)
— Requirements in §5.2.8 of Q-20
— Lot definition, lot sampling approach and allowable failures to be justified
— Statistical methods must be approved by customer

« Remember that the assurance provides confidence, but data is
demonstrates quality.
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QA General Principles Standardization

Statistical Data Analysis (not in ECSS) Space tg?::jiggtp,\rﬂogrggement

« The “Basic Seven” is a group of often used data analysis methods,
many are used to determine the frequency of values and estimate
random contributors.

— Ishikawa diagram : more of a qualitative tool in collecting potential
causes to an effect.

— Check sheet — used to collect data to look for patterns.

— Control Charts — used to look at process variations (mean, max values,

— Histogram — very useful to establish distribution of events/results

— Pareto Analysis — very useful to rank the sources or error contributors;
the logic being that fixing the largest contributors is the most effective
means to improve quality.

— Scatter Diagrams — essential for establishing patterns and correlations

— Stratification Analysis — a control method to separate data that is
collected from different sources, since the collection process itself may
create patterns that are not in the actual variations that are being

measured. (added tags for machines, operators, etc.)

|
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QA General Principles Standardization

training program
Space Project Management

Data Analysis — other tests

¢ Other test data should also be used when possible to spot drifts
from expected values

— Trend data: observable values that should have long-term repeatability;
useful at equipment level.

 There is no standard approach — the contractor shall justify the
proposed data collection and analysis in the PAP or QAP; the
customer shall approve it.

ESA UNCLASSIFIED — For Official Use Space Project Management | June 2016]| Slide 56



QA Management Standardization

training program
Space Project Management

QA Management Objectives

QA During Product Development

Overview

Design

Procurement
Manufacturing

Assembly and Integration
Testing

Acceptance

GSE

© NO O s~ DbhKE
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Quality Management Principles

Standardization

Quality activities and contributors training program

Space Project Management

Design Materials Control
-Requirements -procurement -audit
-standards -substitutions -inspect
-configuration -handling -test/verify
-dependability -storage -sample
-margins -alerts -compliance
-safety - Surveillance
Quality
People Production Document/
-training -processes
-workmanship -cleanliness Fsecg) I"dS
-management -machines -Troced ures
facilities ) est ﬁFﬁ‘t
-repair :c:eariﬁ‘ﬁ:a:tlio);x
-rework -databases/records
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QA during Product Development Standardization

training program

Space Project Management

« This next section examines the Quality Assurance activities in
relation to the development of the product

— In general...

— Quality Assurance during Phases B/C are oriented towards procurement
support. Making sure requirements and business agreements provide
comprehensive quality policy and actions. This includes tasks such as
reviewing the PA/QA plans, flow-down of quality requirements and supply
chain quality.

— Quality Control effort is more prevalent in Phase C/D activities such as
manufacturing, integration and test phase, where there are more quality
control functions (inspections, data, non-conformance handling,
verification, critical item close-out).
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QA Management Standardization

training program
Space Project Management

QA Management Objectives

QA During Product Development

gum—
1.  Requirements
_ » Design rules
2. Design IEEE— . Configuration
3 — -« Verification
e Qualification
4.  Design Reviews
—
5.
6.
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QA during Product Development Standardization

Design - Requirements (Q20#4.3) Space g?gj‘ggtp,\rﬂos;zrgement

 The start of a new project generally requires tailoring the PA
requirements to the agreed project risk
— ECSS Tailoring - generate requirements
— Gaps in ECSS -2 make other standards applicable or create specifications

 There is no set rule, but within the PA domain, Quality Assurance is
not an area with too much relaxations. Tradeoffs are more
frequently made in the other PA disciplines , examples:
— EEE - quality class of components, LAT criteria, test methods
— M&P > fewer restrictions (out-gassing)
— RAMS - relaxation of reliability
— SW - degree of verification/criticality designation
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QA during Product Development Standardization

Design — design rules (Q20 4.3 & 5.3.1) Space tlfl;?::jigc?tpl\r/loa?r:zrgement

» Basic design rules (excerpt from§5.3.1)

— Produceability — avoid design features that are too difficult to
manufacture, pose integration/disassembly or interface problems.

— Tolerance control — stack-up method to be clear.

— Repeatability — design should allow for tolerances to make other
identical units similar in performance

— Inspectability — parts or assemblies should be accessible. Not always
possible; when future access is to be lost, MIP/KIP should be planned.

— Testability — test points to be included to allow for fault identification

— Operability — limit the constraints to hinder operations during ground
testing, or provide as part of the design the necessary GSE or test mode
to avoid this limitation.

 There is an obvious need to limit critical technologies. If these must
be used to achieve function or performance, then inspection,
testability and operability are to be emphasised.
|
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QA during Product Development Standardization

training program

Design — configuration control ECSS-M-ST-40 .
Space Project Management

« A few words about configuration control ...

— Design change and the process of approving, recording and reporting the
changes is crucial to maintain order. Configuration management is the
discipline that performs this function.

— Configuration Management is technically part of the project management
standard ECSS-M-ST-40 and is no longer called up in the latest release of
the Q-20, Issue C.

— Product assurance supports configuration control; QA will be more of a
stakeholder and user
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QA during Product Development Standardization

Design — configuration control ECSS-M-ST-40 training program
Space Project Management

« Change control
— Some ways that a design requirements can change by
— Updating of specifications
— Deviations (RFD)
— ICD changes

— Changes are tracked by documentation number and issues, all changes
require a formal approval process. ESA needs to approve certain
categories of changes.

— Changing one requirement can affect many others — needs attention.

— The design status at any instance can be summarized by a list of
document numbers and issues (set of requirements, ICD, approved
deviations etc.)

— Baselines are established, refer to ECSS-M-ST-40 for details. The
purpose for QA is to have a design status to compare with the build
status

|
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QA during Product Development Standardization

Design - Verification (Q20 4.3 & 5.3.2) Space t;;‘g‘jiggtp,\r,,c’j’ggement

« Design verification aspects need to be considered early as this may
drive other requirements, GSE design and risk.

« Q20 §4.3 lists many design requirements related to verification —
these are addressed with engineering and AIT since specific
knowledge of test methods may be required. From a QA
perspective, the following are highlighted

— Verification coverage: best is by test or inspection, but having too many
requirements verified by analysis is not advisable (risk)

— Verification sequence: “test as you fly and fly as you test” approach is
advisable. Not always possible, but should remain an objective.

— Verification risks: late disassembly, cases where no test is possible need
to be carefully studied for risk.
* QA can question the logic and propose changes to improve the
design to allow better verification, more data or additional facilities.
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QA during Product Development Standardization

Design - Qualification (Q20 4.3 & 5.3.2.4) Space tlgirjiggtpl\r/loagrzzrgement

* Qualification shows that a design demonstrates margins with respect
to the acceptance limits.

 The basic approaches:

— Prototype qualification — prototype is often engineering qualification
model (EQM). This model is represent in form, fit and function to the full
design, but quality levels of components may be reduced.

— Protoflight — the qualification is demonstrated on the actual flight
hardware, fully representative. Levels are the same as prototype, with
reduced durations or cycles equal to acceptance.

— Similarity — the flight hardware will be identical in design that has been
qualified. Note that the original qualification must have been done to
environments and conditions that cover the application/mission for which
qualification by similarity is claimed.
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QA during Product Development Standardization

Design - Qualification (Q20 4.3 & 5.3.2.4) Space tlgirjiggtpl\r/loagrzzrgement

« Sometimes the “similarity option” is a little complicated

— Similarity is not total since some conditions may differ from the original
application. In such cases a “delta-qualification” is necessary. This
subjects the flight article or an equivalent to a sub-set of test conditions
to demonstrate that all requirements have been qualified to the intended
applications and conditions. This is often adopted for OTS items.

— Sometimes processes used in the manufacturing of the original
qualification model have changed (new materials, new technology). This
requires a tailored approach — qualification at materials and process level
and some delta-qualification. No rule exists, and this is a shared decision
with engineering and management.
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QA during Product Development Standardization

Design - Qualification (Q20 4.3 & 5.3.2.4) Space tlgirjiggtpl\r/logrzzrgement

«  Examples of potential complications

— Often more than one model is used to cover the complete design. There
may be a life-test model that covers a portion of the design, but is
adapted for cost schedule to be a separate model to test lifetime of
mechanisms, for example.

— The qualification can be spread throughout various levels of integration
complexity. For example, some structural components may require
testing as part of a higher-level assembly in order to properly test loads.

— Most challenging are qualification of requirements where testing of a
complete structure or interfaces is constrained. This requires a
significant engineering to estimate margins. For example, separate
thermal vacuum tests for payload module and service module — large
spacecraft may not fit into thermal vacuum chambers, or the modules
are not ready at the same time.
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QA during Product Development Standardization

Design - Qualification (Q20 4.3 & 5.3.2.4) Space tlgirjiggtpl\r/loagrzzrgement

* Qualification Plan and the QSL ...

— Qualification Plan - the qualification logic must be contained in a
detailed plan.
— Provide the logic and sequence
— Traceability to the margins or factors to be demonstrated
— Explain the model approach
— Test conditions, accuracy, standards applied
— Justify any qualification by similarity
— ldentify any requirements that cannot be qualified by test

— Qualification Status List (QSL) - tracks the qualification; especially
useful to summarise the conditions for all elements on a spacecraft. The
QSL should contain a summary with enough detail (sadly the quality of
this document on some programmes is poor). Refer to Annex B of ECSS-
Q-ST-10. Document to be available at PDR
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QA during Product Development Standardization

Design - Qualification (Q20 4.3 & 5.3.2.4) Space tlgirjiggtpl\r/loagrzzrgement

Qualification Review

 Normally, the qualification is completed before the manufacturing and
integration of the flight model(s). A formal review is held to confirm
that the qualification of the design is complete. Among the points
that are checked

— Qualification tests results can be traced back to requirements

— All RFDs affecting qualification were properly accepted

— Test results are unambiguous and no NCRs are open comprising the result
— No design changes have been introduced that were not tested/assessed

— The models used for the tests were representative for the requirements for
which qualification is claimed

— Qualification by similarity is in-line with mission conditions
— Qualification reports are approved and QSL is up-to-date
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QA during Product Development Standardization

Design - Reviews (Q20 4.3 & 5.3.2.3) Space g?ﬂ:jiggtp&ofﬁgement

* QA supports the project to
ensure the review process is

held in accordance to Phases
Activitios
ECSS— M -ST— 10—0 1C . Phasesls Phasa & Phasa B Phase Phasa D Phaza E Phase F
«  The Q20 makes a very brief |, L
statement of the contents [ o
* Quality requirements and et |
design approach are —
documented I
* Methods and data for elaion |
development phase provided foe
Producticn
« Highlight Risk control (CIL, risk FRR
mitigation) Ublization l], glﬂﬁ
A i Lrm
*  Much more detail in the - MER
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ECSS-M-ST-10-01C.
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QA during Product Development Standardization

Procurement - Q20 4.4 & 5.4 W) [Blitete] Uit
Space Project Management

« The QA role in procurement support is important. The objectives
include:

— Checking that the requirements and business agreements are complete
with respect to QA

— Evaluating potential suppliers: audits/proposal

— Examining carefully the supply chain to spot risks

— Supporting any negotiations to improve QA points

— Ensuring clarity on qualification and acceptance

— Ensuring clarity of documentation requirements with project milestones

 The next few slides looks at some of these points in more detail

|
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Standardization

QA during Product Development
training program

Procurement -Audits (Q20#4.4 + Q10 5.2.3) Space Project Management

QA can be called upon to evaluate potential sources; the usual
approach is analyse the QMS to conduct a compliance audit

How does the company comply to its own QMS?

Are there any significant gaps between the QMS and PAP?

Does the company have the resources to achieve full compliance to PAP?

If a process is of concern, then an audit oriented towards processes

could be useful.
Identify weakness in the supply chain (procurement, traceability)

Internal handling and management of materials and processes
Are the machines and training adequate for quality assurance?

If an off-the-shelf item is envisaged, then a product audit may be

the most appropriate choice
— What type of anomalies have occurred?

— Controlling of design changes?

.|
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Procurement — Supply Chain (Q20 4.4) Space té?ifjiggtp&ofﬁzgement

* Analysis of the supply chain is a Prime contractor’s responsibility,
but merits highlighting the main objectives
— Flow-down of all PA requirements and compliance status (SoC)*
— Audit status
— What surveillance is put in place (reporting, data) *
— What critical items or processes are involved *
— Change of facilities *
— Recurrent problems*
— Export sensitive items identified and licenses up-to-date
— Scope/duration of business agreements
— Spares/attrition
— Post-delivery support *
— Health of supplier’s business

* jtems that are most germane to QA

|
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QA during Product Development Standardization

training program
Space Project Management

Procurement — Source Selection Q20 4.4

* With the first set of requirements established, the QA task is
consider the likely points in evaluating proposals.

— Design - consistent with basic design rules? If not, is it justified?

— Maintenance > Spares, attrition parts and support

— Traceability - assess what parts need to be serialized

— Verification - are some critical requirements unverifiable due to
constraints (environment), test limitations (metrology)

— Standards - coverage to be assessed with other PA disciplines to
determine if additional test and analysis methods are needed.

— Build and Quality records - set of procedures, travellers, data
collection for quality monitoring, log books... satisfies quality req?

— Supply chain - ensure that contractor is required to follow-up and
report on quality throughout the supply chain (flow-down, audits, alerts
management, inspections, data deliverables)

— Documents - refer to Q20 §5.4.2
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QA during Product Development Standardization

Procurement of OTS items (Q-ST-20-10) Spaee g?::jiggtpl\r/logrrggement

* Equipment can sometimes be found from a supplier that meets the
requirements and can be procured as an “off-the-shelf” (OTS) item.

 Refer to ECSS-Q-ST-20-10C on the evaluation process for OTS items

* Projects typically convene an “equipment qualification status review”
to formally approve the item as acceptable to the design
— Design assurance and engineering is involved
— Delta qualifications may be necessary
— OTS plan and dossier to be created (see annexes for DRD)

* This process is sometimes complicated when dealing with export
controlled items

— Business agreement and ITAR Technical Assistance Agreement (TAA) to
include the points listed in the OTS dossier.
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QA during Product Development Standardization

Procurement of GSE items (Q20 4.8 & 5.8) SN S

 For QA, emphasis is often placed on the quality control aspects, i.e.
testing and inspection.

* A few points to consider...

— GSE is procured before flight equipment, so risk of changes can affect
design. Verification also requires some flight hardware simulators.

— Procurement should cover design assurance analysis, such as RAMS and
safety to cover fault propagation risks, Safety engineering.

— Specification of materials should take into account environments since
they too may be used during environmental test, e.g. EGSE harness
outgassing.

— Emphasize good maintainability in the design

— Software quality assurance and testing

— Calibration requirements (before and after shipping as well)

— Cleanliness risks, clean room requirements

* More later in the presentation...
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QA during Product Development Standardization

EEE Procurement (Q60 discipline) Space té?ifjiggtp{ﬂoﬁﬁzgement

« A few words about EEE procurement...

— Procurement of EEE components is a major and complex procurement
process and controlled by the Q-60 line of standards and handbooks.

— The procurement is normally lead by an EEE expert with no direct QA
involvement. The PA manager is involved and participates in the special
parts control board (PCB), which manages the quality requirements for
all EEE.

— QA will be involved with the incoming inspection of purchased parts and
ensure that as-built data is correctly recorded in manufacturing records.

— Management of the quality records associated with the parts can vary;
what is important is to verify the collection of the data and ensure that
decisions are based from this data. Quality records include PADs, lot
traceability, DCL (note that PADs collect the specifications and test data —
note that EEE parts that are already qualified may not require PADS)
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QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

* This next section will address the quality assurance activities during
the manufacture, assembly and integration

— Assessing design readiness

— Materials and processes

— Facilities and machines

— Procedures/travellers and flowcharts
— Personnel, training

— MRR

— Follow-up
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QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

Design readiness for manufacturing

* QA to check

— Ensure that design documents are approved and configured.

— No RFDs open, design review actions closed

— No Parts Control Board open action that affect final design

— ICDs checked

— Qualification status, do any open items affect the design readiness
— All relevant alerts that have been assessed

— Manufacturing drawings have been reconciled with latest design *

ESA UNCLASSIFIED — For Official Use Space Project Management | June 2016]| Slide 82



QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

Facilities and Machines readiness
* QA to check

— Facilities report nominal conditions

— Machines are not affected by NCRs, within calibration

— Software configuration of machines noted and traceable
— Test run to be done?

— Process recording of parameters operational

— Witness samples available
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QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

Materials and Processes and Mechanical parts
* QA to check

— No changes from declared materials and processes

— Processes are qualified and PID is unchanged

— Special or critical processes identified (Q20 §5.5.3.2)

— All material sample tests or characterisations are completed
— No open MPCB actions affects manufacturing activities

— Traceability of materials is clear and documented

— Serialisation of mechanical parts (if needed) confirmed

— Kitting of mechanical parts checked and CoC available

— Statistical process controls to be confirmed (Q20 §5.5.3.3)
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QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

Procedures/travellers and flowcharts

* QA to check

— Top-level MAIT flowcharts up-to-date and configured

— Procedures and travellers approved and configured

— Process and parts traceability activities are clearly defined

— Hazards or precautions are clear (e.g. ESD)

— Cleaning processes in line with declared materials and processes
— Workmanship standard clear (e.g. visual aids), see Q20§5.5.4
— Metrology requirements clear (e.g. pass/fail criteria)

— Documentation activities clear (e.g. photos, data files)

— QA inspection, self-inspection steps, QA witness

— Location of MIP in manufacturing sequence, criteria in Q20 §5.5.8 (f)

|
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QA during Product Development Standardization

Manufacturing — Q20 4.5 & 5.5 training program
Space Project Management

Personnel, training

QA to check

— Operators have the necessary training to perform their jobs
— Stamp control in place to trace operators

— Operators trained for precautions and safety

|
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QA during Product Development Standardization

Manufacturing — MRR Q20 4.5 & 5.5.2 training program
Space Project Management

Manufacturing Readiness Review (MRR)

 Review held to grant authority to proceed with manufacturing
— Manufacturing representative (required — covers facility too)
— Management representative (usually present)
— Engineering (design authority required)

— PA or QA

« PA/QA very much an active participant

— Report on readiness (see previous slides)

— Formal meeting with minutes

« Customer participation based on project decision
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QA during Product Development Standardization

. -~ _ training program
Manufacturing — Follow-up Q20 4.5 & 5.5 Space Project Management

Manufacturing Follow-up

« During and following the manufacturing, an assessment is needed to
conclude if the manufactured item conforms to the specifications. A
few methods can be used.

— Physical Metrology to ensure dimensional properties

— Non Destructive Inspection (NDI) of finished parts (e.g. x-ray)

— Destructive analysis on in-process samples or witnesses (e.g.
microsectioning, chemical analysis)

— Inspection results for workmanship (see Q20 §5.5.3.2)
— Cleanliness measurements

— First article testing or full production lot test, as agreed by project

* QA to check with manufacturing for completeness of the collected
data and documentation. Certify conformity.

|
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QA during Product Development Standardization

Assembly and Integration — Q20 4.5 & 5.5.9 ErainsoipEogiein
Space Project Management

* This next phase of development is assembly and integration. The
quality assurance approach follows a similar logic as before.

— Assessing design readiness

— Materials and processes

— Facilities and machines

— Procedures/travellers and logbooks
— Personnel, training

— Integration Readiness

— Follow-up

|
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QA during Product Development Standardization

. o training program
Assembly and Integration — Q204.5 & 5.5 Space Project Management

Design readiness for Assembly and Integration

 Assembly and Integration design readiness follows same basic logic
as before, but with focus on design for assembly and integration

* QA to check
— Ensure that design documents are approved and configured.

— No RFDs open, design review actions closed

— No open NCR/RFW from manufacturing affects design/interfaces
— ICDs checked (special attention to tolerances and alignment)

— Harness routing is clear in design and drawings

— GSE interfaces are checked

— GSEs for handling and protection are approved and ready for use

— Assembly drawings and set are complete and up-to-date
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QA during Product Development Standardization

. o training program
Assembly and Integration — Q204.5 & 5.5 Space Project Management

Facilities and Machines readiness
* QA to check

— Facilities report nominal conditions
— Machines are not affected by NCRs, within calibration

— Software configuration of machines noted and traceable (e.g. special
metrology equipment)
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QA during Product Development Standardization

. o training program
Assembly and Integration — Q204.5 & 5.5 Space Project Management

Materials and Processes and Mechanical parts

* QA to check
— No changes from declared materials and processes

— Processes are qualified (fewer processes expected since activity is more
assembly and integration, notable exception is use of adhesives)

— Special or critical processes identified (Q20 §5.5.3.2)

— All material sample tests or characterisations are completed

— No open MPCB actions affecting activities

— Traceability of materials is clear and documented

— Serialisation of mechanical parts (if needed) confirmed

— Fracture control actions for fasteners completed (if applicable)
— Kitting of mechanical parts checked and CoC available

— Life-limited items are checked to confirm validity (e.g. tapes)
— Logbook available (e.g. mating/cycles)

— Non-flight items to be properly marked and logged (e.g. savers)
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QA during Product Development Standardization

. o training program
Assembly and Integration — Q204.5 & 5.5 Space Project Management

Procedures/travellers and flowcharts

* QA to check
— Top-level MAIT flowcharts up-to-date and configured

— Procedures and travellers approved and configured

— Process and parts traceability activities are clearly defined

— Hazards or precautions are clear (e.g. ESD, cleanliness)

— Cleaning processes in line with declared materials and processes
— Workmanship standard clear (e.g. visual aids), see Q20§5.5.4
— Metrology requirements clear (e.g. pass/fail criteria)

— Documentation activities clear (e.g. photos, data files)

— Temporary installations, open work items to be clearly noted

— QA inspection, self-inspection steps, QA witness

— Location of MIP in sequence, criteria in Q20 §5.5.8 (f)
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QA during Product Development Standardization

. o training program
Assembly and Integration — Q204.5 & 5.5 Space Project Management

Personnel, training

QA to check

— Operators have the necessary training to perform their jobs
— Stamp control in place to trace operators
— Operators trained for precautions and safety

— Operators trained for GSE
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QA during Product Development Standardization

Assembly and Integration — IRR Q20 4.5 & 5.5 ELTANE) [T
Space Project Management

Integration Readiness Review (IRR)

 Review held to grant authority to proceed with manufacturing
— AIT representative
— Management representative (usually present)
— Engineering (design authority required)

— PA or QA

« PA/QA very much an active participant

— Report on readiness (see previous slides)

— Formal meeting with minutes

* Customer participation (can be an observer)
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QA during Product Development Standardization

. training program
Assembly and Integration Q20 4.5 & 5.5 Space Project Management

Integration Follow-up

 The main proof of success will, of course, be test results. Other
supporting data before testing (depends on requirements)
— Physical Metrology to ensure dimensional properties

— Non Destructive Inspection (NDI) of assembly (e.g. x-ray)

— Destructive analysis on in-process samples or witnesses (e.g. adhesive
curing and bonding strength from witness samples)

— Inspection results for workmanship (see Q20 §5.5.3.2)
— Cleanliness measurements (processing of stage samples for PFO and
molecular, if applicable)

QA to check with AIT for completeness of the collected data and
documentation.

— Special attention to all non-flight items that are installed. For the next
phase these need to be assessed for compatibility with environments
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QA during Product Development Standardization

Test— QZO 416 & 5.6 training program
Space Project Management

* This next phase of development is Testing. The quality assurance
approach follows a similar logic as before.

— Assessing design readiness for planned tests
— Materials and processes

— Facilities and machines

— Procedures/travellers and logbooks

— Personnel, training

— Test Readiness Review

— Post Test Review

— Test Review Board
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QA during Product Development Standardization

Test —Q204.6 & 5.6 Hraining program
Space Project Management

Design readiness for Testing

* Testing design readiness follows same basic logic as before, but with
focus on design for assembly and integration
* QA to check
— Ensure that design documents are approved and configured.
— Difference between design status for test and status for flight
— No RFDs open, design review actions closed, qualification status updated
— No open NCR/RFW from previous phases
— ICDs checked (special attention to tolerances and alignment)
— GSEs are approved, interfaces checked and ready for use
— TMTC database ready for use
— Design constraints clear (temperature, operations, etc.)
— Test specification is approved and configured
— Test and Instrumentation plan is ready
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QA during Product Development Standardization

Test — Test Facility Q20 4.6 & 5.6.1 training program
Space Project Management

Test Centre or Facility
* QA to check
— If a test will be conducted in an external facilities, greater emphasis by
test team and QA to ensure preparations are complete.

— Is there a QMS and is it compliant to ECSS-Q-ST- 20-07?
— Review of any facility problems that could affect test specimen
— Readiness of test equipment and calibration
— Personnel certification for use of test equipment
— Dry-run procedures (to be agreed)
— Interface to test specimen
— Review of test procedures and levels to apply
— Safety
— Configuration control of test centre’s equipment/SW/procedures

— Archiving of data

— Cleanliness
o
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QA during Product Development Standardization

-~ : training program
Test — Test Equipment Q20 4.6 & 5.6.2 Space Project Management

Test Equipment
* QA to check
— Calibration and functioning confirmed prior to interface to test specimen
— Control software tested, configured and tamper-proof
— Can meet test specifications
— Safety mechanisms (abort, current limitation)
— Cleanliness status
— Contamination risks (chambers, pumps)
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QA during Product Development Standardization

Test — PMP Q20 general training program
st Q g Space Project Management

Materials and Processes and Mechanical parts

* QA to check
— No process are expected during testing
— Special attention to outgassing of materials from temporary installation,
test aids, instrumentation harness, test connectors etc.

— Non-flight items to be properly marked and logged (e.g. savers)
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QA during Product Development Standardization

Test — Procedures Q20 4.6 & 5.6.3 W) [Blitete] Uit
Space Project Management

Procedures and log books

* QA to check
— Procedures approved and configured
— Responsibilities are clear (go/no-go decisions, test director)
— Rules for test deviation or stopping test
—  Step-by-step detail
— Pass/fail criteria clear, inspection points
— Hazards or precautions are clear (e.g. ESD, cleanliness)

— Instructions for documentation clear (photos, data recording)

— Test monitoring methods and intermediate assessment when necessary
(engineering and PA review); e.g. phase reviews

— Log-book(s) available (see Q20 Annex C for DRD)
— The start of logging may be dependent on project requirements

— Test scripts to have been tested (Automatic Test Procedure)
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QA during Product Development Standardization

Test— Q20 4.6 5.6.4 Hraining program
Space Project Management

Personnel, training

QA to check
— Operators have the necessary training
— Stamp control in place to trace operators
— Operators trained for precautions and safety
— Operators trained for GSE

— Test rules to allow stopping of test if necessary — operators should be
briefed.
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QA during Product Development Standardization

Test— TRR Q20 4.6 & 5.6.5 W) [Blitete] Uit
Space Project Management

Test Readiness Review (TRR) Agenda (example)
« Typical Agenda for TRR

1. Test specimen description
a) Build standard for test vs. build standard for flight
b) As-built configuration data
c) Reconciling as-designed vs. as-built

2. Status NCRs, RFDs, RFWs (to ensure that no open NCR, deviation or waiver affect
or block the test)

3. Procedure status

4. Software status and configuration (EGSE, ATP etc.)

5. Safety (Hazardous operations and training status)

6. Facility Readiness

a) Cleanliness/constraints/AOB
7. Test organization
1. test team organization & responsibilities
2. testrules
3. key-events/milestones
8. Agreement to proceed with test
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QA during Product Development Standardization

Test — Post Test Review Q20 4.5 & 5.6.5 W) [Blitete] Uit
Space Project Management

Post Test Review

* Following test, a review shall be held to conclude that test is

completed and set-up can be broken

— All steps completed and no retest required (e.g. NCR investigation)
— Data collected, all test deviations properly noted

— Any NCRs that occurred do not prevent the end of testing

— Preliminary assessment of data completed

— Agreement to release test article

Test Review Board

« After a more thorough review of the data, this convenes
— Presentation of more definitive assessment of test results
— Update of NCRs raised in testing
— Release of test report and verification status from test
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QA during Product Development Standardization

A - ~020 4.7 = training program
cceptance —Q20 & S5 Space Project Management

Acceptance

«  “Acceptance is the act by which the customer agrees that the
product is designed and produced according to its specifications and
the agreed deviations and waivers, and it is free of defects when
delivered by the supplier.”

 The acceptance process also includes the preparation of the end-
item data package (some called acceptance data package) which is
the agreed set of documents in the business agreement that provide
evidence of quality.

 The delivery of the product is agreed at a Delivery Review Board.

* This section describes the procedure to conclude on acceptance and
delivery of items to the customer.
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QA during Product Development Standardization

Acceptance —DRB Q20 4.7 & 5.7.3 training program
Space Project Management

End-ltem Data Package

— The contents of the EIDP are to be stipulated in the PA Requirements,
early on, and should follow the DRD in Annex B of the Q20. Note that
tailoring is possible.

— At acceptance it is necessary that all NCRs, RFDs and RFW are closed.
Exceptions can be made for supplemental documentation, but there
must not be any question open on the quality of the product.

— The EIDP is normally delivered 3-4 weeks ahead of the Delivery Review
Board (Q20 term for Acceptance Review Board).

— Customer QA should review all quality records for completion, the
customer reviews verification control documents to conclude that all
requirements have been properly verified as planned.

— In addition to quality records, documents also include design data,
operation manuals, verification evidence, GSE information, export
license, list of all delivered items. The supplier must also certify that the
product is in full compliance (see Q20 Annex D for CoC DRD)

|
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QA during Product Development Standardization

Acceptance —Q20 4.5 & 5.7, Annex B,D training program
Space Project Management

Delivery Review Board

— The composition and conduct of the DRB is described in §5.7.3

— The DRB is the venue to make agreements with the supplier to provide
additional information or agreements to update documents based on the
review of the EIDP.

— The DRB must conclude on the acceptance for delivery.
— Deliverable items should be made available for inspection by customer.

— Certification shall be presented on conformity, cleanliness (if applicable)
and any safety declarations.

|
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QA during Product Development Standardization

Acceptance —Q20 4.5 & 5.7, Annex B,D training program
Space Project Management

Shipping

— Out-going inspection to be completed by supplier.

— Status of shipping container and procedure to be presented to ensure
safe transportation. Packing to mitigate risk of environment (cleanliness,
humidity, shock)

— Export license shall also be available to allow for shipment to all future
locations that the customer has declared to use the product.

— Insurance shall be confirmed

— Transport traceability to be provided

|
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QA Management Standardization

training program

QA Management Objectives Space Project Management

QA During Product Development

1.

2.

3.

4. MAIT B .

5. Acceptance ggzgiions
6 GSE IS —  +  Acceptance
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QA during Product Development Standardization

] training program
GSE Design (Q20 4.8 & 5.8) Space Project Management

 GSE covers any equipment that is used support test operations.
Some additional points for QA

 The design must be safe:

— Check that dependability analysis has fully assessed design risk of fault
propagations from GSE failure to a flight interface.

— Check that GSE design has identified risk of operator error in operation
that can lead to a stress on flight hardware — these should be noted in
the GSE User’s Manual.

— GSE must comply with European Directives for Safety and Environment

— Handling devices and jigs to have proof load or safety factors

— As GSE is often moved, safety is important in designing for personal
safety in transportation (e.g. tipping hazards, toxic materials)

— The GSE should have, when feasible, self-test or monitoring of its health
to alert operator. This is to be considered on a case-by-case basis, to
balance cost and risk with need
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QA during Product Development Standardization

GSE Design (Q20 4.8 & 5.8.1 & 5.8.2) Space tlgirjiggtpl\r/losgzrgement

 The design must be maintainable

— As reliability requirements are less stringent and transportation frequent,
the mean-time to failure could affect availability

— Use of standard parts is recommended; Spare philosophy to be
considered to reduce schedule risk.

— The diagnostics capability to address software corrections/improvements
IS recommended.

— Network security and virus protection to be considered

— Data should not be lost in a crash and archival

— Mechanical GSE should be designed for ease of inspection
— Maintenance activities to be planned (TBC with project)

« The design must be configured

— This includes source software, development kit, firmware, database,
operating systems
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QA during Product Development Standardization

training program
Space Project Management

GSE Operations

«  GSE must be commissioned before use

— Details to be worked out at project level, but from a QA perspective,
proof of proper operation is necessary before any connection to flight
hardware

* User’s Manual and supporting documents to be approved by
customer

— Details to be agreed by project, but this is a fairly simple requirement to
fulfil.

« Software should log all operations as needed for test records.

— Details to be agreed by project, but this is a fairly simple requirement to
fulfil.
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QA during Product Development Standardization

GSE Acceptance (Q20 4.8 & 5.8.5) Space tlgf’l::jiggtpl\r/losgzrgement

« GSE acceptance to be done via formal process

— EIDP to be delivered to customer for review

— DRB to conclude on the acceptance based on a previous acceptance plan,
inspection and test reports and verification data.

— Acceptance requires all certification for conformity and safety
— Calibration data

* Shipping to be done in a manner to protect hardware

— Being non-flight, complacency can creep in
— Keep the GSE clean
— Calibration data
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PART 3

General Quality Management
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Standardization

What is a quality management training program

system (QMS)’) Space Project Management

QMS — Management system to direct and control an
organization with regard to quality.

Management system — system to establish policy and
objectives and to achieve those objectives

(1SO 9000:2005)

Product quality depends on many variables. The raw
materials, processes, organization, resources and procedures
that manufacturers and suppliers use to control these
variables to produce a product of consistent quality which
meets defined specifications is usually called a QUALITY
SYSTEM.
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Quality Management Principles

Standardization

PA and (@A Plans (QZO 51) training program

Space Project Management

* General Quality Management

— The QMS contains the company’s Quality Manual and a set of procedures
to ensure consistent control of activities, rectification of problems and
Improvement.

— A QMS on its own is not a sufficient guarantee that a project’s quality is
assured or controlled to the extent required by ESA.

« The PA and QA plans are prepared in response to the ESA project’s
Quality Requirements (PARD).
— Intended compliance to be known at proposal stage and any non-
compliance to requirements to be approved by customer.

« The ECSS requires dedicated plans to show how quality requirements
will be fulfilled. Outlines for these plans are given in DRDs below:
— PA Plan (as described in ECSS-ST-Q-10C, Annex A)
— QA Plan (as described in ECSS-ST-Q-20C, Annex A)
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Quality Management Principles Standardization

Composite quality approach training program
# E R Space Project Management

« The composite of a company’s quality manual, supporting procedures
and use of the relevant standards can be used to cover a product’s
quality requirements.

« Special attention to be paid to “applicable” standards — those which
are contractual requirements; as opposed to informative documents.

I%ﬁ) and A PA Plan can refer to existing company
otner

standards procedures and processes.

ECSS
Standards

Other standards may cover the same
topics as the ECSS — it is up to the
customer to assess this; substitution shall
be justified before acceptance.

QUALITY&SAFETY
PROCEDURES

Operation procedures and project plans

Audits are helpful to gain confidence and
J, l J, address improvements

Records

|
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Quality Management Principles

Standardization

Company Certification training program

Space Project Management

* A QMS can be certified by some industry respected quality authority,
e.g. 1SO, or recognized engineering/process authority e.g. IEC.
Examples of certifications found in large companies

 1SO 9001 — standard and most widely used certificate for QMS
« AS 9100/EN 9100 — Quality management Standard for aerospace
« 1SO 17025— Quality management for test facilities (test specific)

« 1SO 14001 — demonstrates environmental compliance

*  QSM Certification is not generally a requirement for ESA, though it
may be needed for subcontracting to other ESA contractors.

* Certification may be necessary to demonstrate compliance to certain
ESA ISO requirements (e.g. soldering, testing)
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Quality Management Principles

Standardization

PA and (@A Plans (QZO 51) training program

Space Project Management

* General Quality Management

— The QMS contains the company’s Quality Manual and a set of procedures
to ensure consistent control of activities, rectification of problems and
Improvement.

— A QMS on its own is not a sufficient guarantee that a project’s quality is
assured or controlled to the extent required by ESA.

« The PA and QA plans are prepared in response to the ESA project’s
Quality Requirements (PARD).
— Intended compliance to be known at proposal stage and any non-
compliance to requirements to be approved by customer.

« The ECSS requires dedicated plans to show how quality requirements
will be fulfilled. Outlines for these plans are given in DRDs below:
— PA Plan (as described in ECSS-ST-Q-10C, Annex A)
— QA Plan (as described in ECSS-ST-Q-20C, Annex A)
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Quality Management Principles

Standardization

Company Certification training program

Space Project Management

« A QMS can be certified by a recognized quality authority, e.g. I1SO
accredited certification authority, or recognized engineering/process
authority e.g. IEC. Examples of certifications found in large
companies

IS0 9001 — standard and most widely used certificate for QMS
« AS 9100/EN 9100 — Quality management standard for aerospace
« 1SO 17025— Quality management for test facilities (test specific)

« 1SO 14001 — demonstrates environmental compliance

*  QSM Certification is not generally a requirement for ESA, though it
may be needed for subcontracting to other ESA contractors.

|
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Recognition of Quality Management SeCardisation

training program
Space Project Management

1. The usual business model is to have a quality management system
certified as being compliant with the de facto international standard,
of 1ISO 9001

a. This is a so-called third-party recognition system
b. Companies must pass audits to become certified

2. Specific business sectors may have other I1SO standards to meet
additional certification; for example in the Aerospace market the AS
9100 covers the 1SO 9001 with additional areas specific to the
industry segment, e.g. configuration control.

3. Not all requirements for quality for space are covered in 1SO, so
Space business customers also audit suppliers for compliance with
customer imposed requirements (more on this later).

|
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Standardization

1SO 9001 In a nutshell CRI S —-————

Space Project Management

¢ I1SO 9001 is implemented in about 175 countries and there
are about 1.1M ISO 9001 Certificates worldwide

 I1SO 9001 contains gquality management system
requirements, not product requirements.

 ISO 9001 is a generic Standard, it means it can be applied to
any organization (large, small, public, private, ...) and in any
sector.
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Standardization

The ISO 9000 family training program

Space Project Management

1. ISO 9000:2005, Quality Management Systems —
Fundamentals and vocabulary

2. 1SO 9001:2008, Quality Management Systems —
Requirements

3. 1SO 9004:2009, Managing for the sustained success of an
organization — A gquality management approach

Only 1SO 9001 is auditable!

Note: Other Standards, such as “ISO 19011:2011 Guidelines for auditing
management systems”, may be used for specific parts of the QMS.
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Standardization
training program

Plan/Do/Check/Act Space Project Management

Implement the planned approach

Define the objectives and with necessary resources,
processes necessary to operating processes and take
deliver results according measurements as planned.

to expected output.

IS0 9001

Anquse Qiﬁerences and take Verify that results have been achieved. Analyse the
act!op o Improve, correct information gathered to determine whether the
deficiencies. plan has achieved what it set out to do.
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Standardization

What 1SO 9001 is and i1s not training program

Space Project Management

* It provides the requirements for what an organization must
do to manage processes affecting quality of its products and

services.

* It is a management process standard, not a product
standard.

« However, processes affect final products or services...

1SO 9001 is about company management processes,
not products requirements

.~ ESAUNCLASSIFIED — For Official Use
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Standardization

ISO 9001 training program

Quality Management Principles Space Project Management

. Customer focus
Leadership
Involvement of people
Process approach
Improvement

Evidence based decision making

N o O A DdE

Relationship management
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The new 1SO 9001:2015 training program

Space Project Management

1. Emphasizes a holistic approach to management systems
management. Organizational context must be understood.

2. Replaces preventive actions by risk management:
assessment and control.

3. Increases flexibility on the creation and use of
documentation. “Documents” and “records” replaced by
“documented information”.

4. Strengthens the control of externally provided products
and services (purchasing/outsource).
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1SO 9001:2015 — Contents traning Program

Space Project Management

 Section 0: General

 Section 1: Scope

e Section 2: Normative references
 Section 3: Terms and definitions (specific to 1SO 9001)
e Section 4: Context of the Organization
e Section 5: Leadership

e Section 6: Planning

 Section 7: Support

e Section 8: Operation

e Section 9: Performance Evaluation

e Section 10: Improvement

|
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EN/AS/JIS Q 9100 in a nutshell training program

Space Project Management

« 9100 is a management system standard tailored to the
aerospace industry.

It embeds the requirements of 1ISO 9001 and includes
delta requirements important to the aerospace business:

o Configuration control

o Product safety

o Risk management

o Stronger supplier chain focus

 Unlike 1SO 9001, certification process has to comply with
specific requirements regarding auditor qualifications and
assessment process.
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Standardization
training program

ISO 14000 iﬂ a nUtShe” Space Project Management

« [SO 14000 is an environmental management systems
series of standards, similar to 1SO 9000 series.

* Process oriented approach similar to 1SO 9001. Replace
“customer satisfaction” with “minimum environmental
Impact”.

« [SO 14001:2004 does not set up requirements for
environmental performance, but provides requirements
for establishing an effective environmental
management system.

« Simplifies the compatibility of two goals, quality and
environmental impact (“integrated management
systems”)
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ISO/IEC 17025 in a nutshell traning Program

Space Project Management

ISO/IEC 17025 can only be applied by testing and calibration
laboratories. It was born from ISO Guide 25.

 ISO/IEC 17025 is harmonized with 1SO 9001 for the
management requirements, and contains technical
requirements addressing specific requirements for
testing/calibration labs.

e Accreditation to 17025 ensures conformity with an
Internationally recognized standard and mutual acceptance
of test results and measurements between countries.

« Conformity to 17025 demonstrates the competence of the
lab to produce technically valid data and results.
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Standardization

Internal audits RG] SEE T

Space Project Management

« Sometimes the problems are in the internal organization
* New staff
e Complacency
* New procedures/equipment with training

«  Multiple projects in same area

* Internal audits can spot these problems and help avoid problems
 Periodic audit with rotating focus
« Work place and storage place monitoring

«  Frequent inventory control

|
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Standardization
training program
Space Project Management

Supply Chains

« Complex products have long supply chains and special
attention must be paid to the proper flowdown of
requirements and agreements to changes.

« New companies should be audited for evaluation. Audits
may also be triggered by

e Right to design information must be carefully negotiated;
especially important for critical technology. Careful attention
to export control items to prevent lack of visibility.

 Reporting must be made to end customer, so that
Information is not lost for proper risk assessment or design
problems.

* Procurement specifications and business agreements are

Important to maintain clarity of requirements.
.~ ESAUNCLASSIFIED — For Official Use
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CONCLUSION



Standardization
training program
Space Project Management

Learning Objectives

« Understanding of Product Assurance and supporting
disciplines

« How to use the ECSS Q branch documents to plan and
Implement a Product Assurance programme

 Understanding of the Quality Assurance requirements in the
ECSS and the basic principles

* Notional understanding of terminology associated with
general quality management and its use with ESA projects
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Standardization
training program

Space Project Management

|
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Standardization

Environmental Effects CRI S —-————

Space Project Management

(SEE “VACUTAL)
INCREASED OUTGASSING
MOLECULAR DEGRADATION OF OPERATIONAL
DEGRADATION PROPERTIES OF MATERIALS
HIGH
DEBONDING
— THERMAL
TEMPERATURE CYCLING MECHANICAL FRACTURES/CRACKS
FATIGUE
LOSS %roin%cmt (SEE “ATOX™)
s MODIFICATION MODIFICATION CHARGE (SEE
FLECTRICAL PROPERTIES STATE — P “RADIATIONS")

INCREASED MODIFICATION
CONDENSATION MECHANICAL PROPERTIES

( SEE “VACUTUAD)
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Standardization

Environmental Effects CRI S —-————

Space Project Management

NUMEROUS PROBLEMS
MAINLY DIMENSIONAL STABILITY
AND LUBRICATION
CHANGE IN OPERATIONAL MODIFICATION THERMO-
PROPERTIES OF
OPTICAL
MATERIALS PR (SEE
T “TEMPERATURE™)
OUTGASSING
MODIFICATION RADIATION THERMAL
CONDENSATION EFFECTS PROBLEMS
(SEE “RADIATION")
PERTURBATION OF sy MODIFICATION ELECTRICAL
MEASUREMENTS N: PROPERTIES ELECTRICAL
‘ PROBLEMS
NUMEROUS PROBLEMS
ESPECIALLY ON ARC
SCIENTIFIC SATELLITES
ELECTRICAL
PROBLEMS
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zation
.- . - ‘ogram
Verification of Requirements .

requirements

Demonstration of
Materials, Mechanical Parts
and Processes requirements:

Verification through inspection
test and analysis (examples).

- Cleanliness & contamination
- NDI inspection

- Destructive test
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. . . Standardization
Monitoring Quality Assurance training program

Requirements Space Project Management

Demonstration of Quality
Assurance Requirements

02 03 04

Assurance that production uses
Approved procedures, competencies
Facilities are appropriate
Standards and agreed criteria
Detailed instructions for work

Proper metrology methods o L e
Quality records for traceability g

- -
c
-
i Y vy
- it 4
o prRo s -+ _

o e 3
- |

Quality Control addresses
Inspection and verification of quality
Documentation of quality
Resolving failures in production |

Traceability of parts and labour
Approval and acceptance
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. . . Standardization
Monitoring Quality Assurance training program

Requirements

Space Project Management

Examples where Quality Control failed

* NOAA N Prime satellite falls off AIT
cart during routine handling due to
lack of procedural discipline.

Hubble optics manufactured perfectly
to wrong shape due to poor quality
assurance and trivial maintenance of
test equipment

Costly mistakes due to trivial reasons
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